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What iIs GNS3?

* GNS3 grew out of a Masters thesis by
Jeremy Grossman

* It's a Python suite of tools that glue
together a Cisco emulator with
virtualization platfoerms in an easy to use
GUI. Emphasis Is on network design.

* It's an evolution from the early days when
you had to edit dyamips/dynagen text
configs by hand.



What can it run?

* Cisco IOS (dyamips)

* Cisco 10U (I0S on Unix)

* Cisco PIX OS (Cisco ASA)

* Virtualbox Machines

* QEMU/KVM Machines

* VMWare Machines (new In version 1.4)
*VPCs, etc.



Cisco Emulation

* Handled by dynamips.

* Can emulate 1700, 2600, 2691, 3600,
3725, 3745, and 7200 series platforms.




GNS3 Crowdfunder

* 2013 Crowdfunder.com event, hoping to
earn $35,000.00 to improve the software.

Old GNS3 vs New GNS3

Current Version  New Version
VirtualBox Support
Qemu/KVM Support
VMware Support
On-demand cloud support
Offical lab packs
Web GUI
Integration of network management/optimization tools
More features to play with the topologies and create
scenarios (e.g. drop packets, shutdown a link etc.)
Load balancing
Scripting
Gradingfteaching functionalities
"put of the box" operating systems when installing
Security functionalities
Support for other emulator/simulator and third party
vendors (HP, Huawei etc.)
Connection to real networks
Non-blocking GUI (asynchronous)
Topology files |.net)
Error reporting and monitoring
Integrated training/tutorial within the software
Switching support




GNS3 Crowdfunder Success

They met their goal within 3.5 hours.

They had additional rewards already
established...

The contributions wouldn't stop.
So... they added more rewards.



Victim of thelr own success?

e Goals Met:

11/20/13 - 04:19MST - $38,007
11/20/13 - 13:40MST - $90,037
11/21/13 - 14:26MST - $122,387
11/23/13 - 13:31MST - $150,023
11/28/13 - 14:08MST - $180,078

* At one point they stopped the event, but
were asked to keep it open...

11/30/13 - 12:06MST - $200,194
12/02/13 - 11:52MST - $221,869
12/06/13 - 11:38MST - $273,927

* In the end, they raised $600,000.00+



Getting Started

* http://www.gns3.com

* zipfile currently has 5 components
* GNS3 GUI
* GNS3 Server
* Dynamips (Cisco emulator)
* IOUYAP (Bridge utility for IOU)
* VirtualPC Simulator (VPCS)

* OR use Python PIP or your distro's
package manager to install



SCESIEINERIS

Python 3.3 (Python3.4 for GNS3 >=1.4)
PyQT4 (PyQT5 for GNS3 >=1.4)
Python SIP

Python Setup-Tools

Python-netifaces

Jsonschema

Etc, etc.... all documented in Readme.rst,
but check both server and GUI packages.




Initial Setup

* Consider a “local” or “GNS3 VM” method
for IOU

* The VM method supplies a VM for Virtualbox or
VMware that runs IOU appliances.

* Set dynamips binary location

* Set Virtualbox/VMWare wrapper locations
* Set VPCs location

* Set IOUYAP location

* Install IOS Images



GUI Layout
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|OS Image Installation

ﬁ Preferences

- General | 10S router templates
- Server
* Packet capture 3 5 General

~VPCS _ -Mame: £7200-12.4
= Dynamips - SErver: local

= - Platf : 7200
< ¢7200-12.4 et :
= 10S on UNIX _ New 105 router template

. ~ 10U devices i )
= VirtualBox iy 105 image .
“VirtualBox VMs . Please choose an 105 image.

= QEMU
“QEMU VMs

105 image:

] [ Decompress ] [ Edit l [

[ J.Apply H !’Jgancel ‘QK ]




 General
Server
Packet capture
~VPCS
= Dynamips

=105 on UNIX
. ~ 10U devices
HVirtualBox
{ “VirtualBox VMs
=QEMU

“QEMU VMs

|OS Image Setup

Preferences

oy

| 10S router templates

- General
- Name:
- Server:

- Platform:

c7200-12.4
local
c7200

New 10S router - c1700-adventerprisek?-mz.124-1

WIC modules

Please choose the default WIC modules that should be inserted into every new

instance of this router.

wic 0: |

WIC-1T
WIC-2T
wic 2: | WIC-1ENET

wic 1: |

= Back l [ Next = l [ Cancel

l [ Decompress ][ Edit

[ J.ﬂpply H !)gancel
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VirtualBox

* The VirtualBox wrapper will pull in any
guests that you have configured.

* You have to create the guest machines
outside of GNS3. BSOSt

Windows 2012

Preferences

General VirtualBox VM templates

Server
Packet capture El
VPCS Centos 6 systemz
= Dynamips o
105 routers Centos 7 ; local
=10S on UNIX : Remote console enabled:
i B Centos7-3 Headless mode enabled
ualBox

=l |
rtualBox VMs Centos 7 - 4 ot New VirtualBox VM template

~QEMU [} Usé ciny gaptar VirtualBox Virtual Machine
QEMU VMs _ Centos 7 -5 L Please choose a VirtualBox virtual machine from the list.

4
@
&
=
o
=

Centos 7 -6
Cisco CSR 1

Use as a linked base VM (experimental)

= ntific Linux
& systemo

Bl system1
i

. Windows 2012

_ WindowsServe... ———
Enish ][ cancel




QEMU/KVM

* QEMU hosts can be configured inside
GNS3. Select system type, RAM, point to
a disk image and name the host.

Preferences

General QEMU VM templates

-Server

Packet capture
VPCS @ ASA : ; -

Dynamips
~10S routers & mips Wheezy

local

Alsdebian_y
QEMU binary Jusr/bin/gemu-system-ppc (
Please che jusr/binfgemu-system-mipsel (v2.3.0)
has enoug g
Jusr/binfgemu-system
1 Jusr/binfgemu-system-mips6del (v2.3.0)
Qemu binary: | Jjusr/binfgemu-system-mips64 (v2.3.0)
Jusr/binfgemu-system-ppcemb (v2.3.0)
BAM: Jusr/binfgemu-system-sparc ( [1}]

Jusr/binfgemu-system-ppct4 (v2.3.0)




High CPU utilization®

* Dynamips doesn't KNnow WNeN  pursermym
the emulated router Is idle. ‘% Change hostname

s Change symbol

* |dle-PC is a memory location of kb
L Auxiliary console

= Import config

an idle loop. Without a good i
¥port config
value, dynamips will consume o

B Idle-PC

100% of the available CPU

¥ Start

'}| Suspend

m Stop

* This needs to be calculated on s
=3 Raise one layer

each router.
£= Lower one layer

i Delete



Router Console Access

* Each device can be accessed via serial
port by right clicking and selecting

Mikrotik

“Console”

# . Configure
‘¥ Change hostname
s Change symbol
E Auxiliary console
Import config
config
Sawve config
Capfture
Idle-PC
Adko Idle-PC

Suspend
| Stop

Reload

Raise one layer
= Lower one layer

Delete

R5

File Edit Miew 5Search Terminal Help

R5#

R5#

R5#

R5#

R5#sh ver

Cisco I0S Software, 37080 Software (C3725-ADVENTERPRISEK9-M), Version 12.4(15)T7,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.clsco.com/techsupport

Copyright (c) 1986-2008 by (Cisco Systems, Inc.

Compiled Wed 13-Aug-88 21:36 by prod_rel team

ROM: ROMMON Emulation Microcode
ROM: 3700 Software (C3725-ADVENTERPRISEKS-M), Version 12.4(15)T7, RELEASE SOFTWA
RE (fc3)

RS uptime is 0 minutes

System returned to ROM by unknown reload cause - suspect boot data[BOOT_COUNT] ©)
xB, BOOT COUNT @, BOOTDATA 19

System image file is "tftp://255.255.255.255/unknown"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
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F4#
F4#
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Emulated Frame-Relay and
ATM

* While they're not as common anymore,
GNS3 can emulate basic ATM and Frame
Relay networks.
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Integrated Wireshark

 Traffic over each link can be viewed real-
time usmg ereshark
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Integrated Wireshark

d Capturing from Standard input [Wireshark 1.12.6 (Git Rev Unknown from unknown)]

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

o m 4 BFEE Q¢ | z| 2 BB ol w|m| @] m =) =

Filter: " Expression... | -Ilearl i\ppl;.-'l Ve |

No . |Time | Source | Destination | Pro‘tocoll Leng‘thl Infa

1 0.000000000 5.5.5.5 224.0.0.5 0SPF 94 Hello Packet
k cet
1.080343000 2 .0.0.5 Packet
2. 434254000 S| .0.0.2 Message
5.688941000 67:18:00:00 :05:67:18
6.168995000 66:e4:00:10 102:66:e4

S

9.997912000 & .0. Packet

10, 59661200 &) .@.0. Message

11. 07940400 2 Packet

15, 21432200 &) Message

15. 68695800 67:18:00:00

16.16870800 66:e4:00:10 102:66:e4

19, 53289500 & .0.0.2 Message

20, 00656400 & oo = Packet

21.08621800 2 o (2o (s & Packet
=

22 o1 anTanm n o Moceann

[

[> Frame 7: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface O

[* Ethernet II, Src: c2:05:67:18:00:00 (c2:05:67:18:00:00). Dst: IPvdmcast 02 (01:00:5e:00:00:02)
[* Internet Protocol Version 4, Src: 5.5.5.5 (5.5.5.5), Dst: 224.0.0.2 (224.0.0.2)

[* User Datagram Protocol, Src Port: 646 (645), Dst Port: 646 (548)

" Label Distribution Protocol

08 00 45 cO
05 05 e0 00
00 le 06 06
04 00 00 04

Standard input: <live capture in... Packets: 75 : Displayed:... Profile: Default




Connecting GNS3 to the Real
World

* The “Cloud” element provides the ability to
connect interfaces to the real world.

* NAT Interfaces
* UDP tunnels

* TAP Interfaces
* UNIX sockets
* VDEs

* NULL interface




GNS3 Jungle

* The GNS3 Jungle is the online forum with
announcements, feature requests, bug
reports, etc.. S

' GNS3 fY S @in O
w Jungle @8

Home News Forum Software Groups Blog @ - 7 Q

Browse all tags in GNS3

cenpselfie X

e jun

. socialwizard

cenpselfie

Jungle 101: Missions
4months =

Re: CCNPselfie
8 months ago in |

Check out what | got in the mail today! ccnpselfie

Social Media Challenge. Get 5 More Badges + 1,500 Points.
9 months ago L

CCNP Selfi
9 months ag

CCNP AJ
10 months




teaching.

GNS3 Academy

* Online collaboration for learning and

Home | GN53 Academy - Mozilla Firefox

. pt ™ | ] ,.,).Jl‘
Using his 20+3’ears of ingustry 110000000809 )

=’ »
. . p— Jgee ¢
experience toimake networking exciting e
v I
and fun to learn. = _|
Let Sam Fitzgerald explain those complicated network topics in a way that makes them
easy to understand, or use his eonfiguration guides t@ make sure you are on the right
track. At d s
L

See Sam's Courses

What's New

GNS3 ses A ses
6 Academy EED My Courses  Teach  AllCourses  Support

Login Sign Up
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* Lots of options

* The GNS3 community h _
feedback and HOWTO's on
varlous vendors. |
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* http: //www mlkrotlk com/ of
* 24 hour demo license, no d
» Level 1 free routing license

- http://wiki.mikrotik. com/mdex php: g
titte=Manual:License gredirect=no



http://www.mikrotik.com/download

Vyatta ( /Y \

* Free Community- based v
which is used behind the s
Ubiquiti's EdgeRouter platfor

* http://vyos.n t/WIkI/ Main Page


http://vyos.net/wiki/Main_Page

Juniper.

* “Olive Routers”
. Packa jes mstall on Fr

\



-
¥ pri .'..' _'-—..

» Another Linux based
* http://www8.hp. com/us/e _
. http.//lk Il. com/hp vsrlOOO-


http://www8.hp.com/us/en/products/networking-routers/product-detail.html?oid=5443163#.Upkee1Q2eRc
http://lkhill.com/hp-vsr1000-getting-started/
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Limitations?

* Certainly Plenty of them.
* Some |IOS images won't pass multicast

* Some features in IOU images will
configure, but don't actually seem to work
(Dynamic ARP inspection, Private VLANS,
etc)



Quirks

* Plenty of them

* You can't connect a VM device directly to a
cloud, you have to connect it to a GNS3 switch
and THEN to a cloud.

* You can connect VM to VM and dyamips system to
VM directly.
* Speed and duplex issues on interfaces...
usually It's best to hardcode settings.

* Stoping a VirtualBox maehine is a “poweroff”
command, so ensure you shut the OS down
gracefully before hitting STOP.
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